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1
Decision/action requested

This pCR proposes a new Solution to TR 33.741.
2
References

[1]
3GPP TR 33.741, ‘Study on home network triggered primary authentication (HONTRA)’, Release-18.
3
Rationale

In SA3#107-e meeting, a key issue on ‘Ability of the home network to trigger primary authentication’ and ‘Signalling overload due to running the primary authentication for Kaf refresh’, has been agreed as KI#1 and KI#2 which has the following potential requirements. Therefore, this pCR provides a solution to address key issues #1 and #2 that are related to primary (re-) authentication.

· The home network may be able to trigger a primary authentication.

· The messages in home network triggered primary authentication should be confidentiality protected, integrity protected and anti-replay protected.
· The 5GS may reduce the impact on the signaling overhead when Home Network triggered authentication is supported.
In SA3#107Adhoc, Solution to enable HN triggered Primary Authentication with AUSF (S3-221525) was submitted, but the contribution was noted with a comment that AUSF cannot know the serving AMF related to the UE. But this is not correct, as in the existing systems, the UDM offers the following Nudm_UECM_Get services, if any NF need to know the serving AMF information related to a UE’s SUPI, then it can just query the UDM and get the serving AMF information. So, even the AUSF if required to know the serving AMF information for a SUPI, the AUSF can use the existing services specified in TS 23.502 clause 5.2.3.2.4 (Copied below). Therefore, this pCR attempts to resubmit the contribution with the sufficient references and clarifications as explained here.
According to TS 23.502 Clause 5.2.3.2.4 Nudm_UECM_Get service operation:
Service operation name: Nudm_UECM_Get.
Description: The NF consumer requests the UDM to get the NF ID or SMS address of the NF serving the UE.
Inputs, Required: UE ID, NF Type.
Inputs, Optional: Access Type, Analytics ID(s) (if NF Type is NWDAF), indication to retrieve PDU Session ID information.

-
Access Type is included when the NF type indicates SMSF.
Outputs, Required: NF ID or SMS address of the NF corresponding to the NF type requested by NF consumer. If the NF Type requested by NF consumer is AMF, the Access Type corresponding to the AMF is also included. Analytics ID(s), if NF Type is NWDAF.
Outputs, Optional: SUPI or GPSI or both, PDU Session ID(s) already registered in the UDM for the UE.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.741
*****Start of Change 1*****
6.Y
Solution #Y:  Solution to enable AUSF in the HN to trigger Primary Authentication

6.Y.1
Introduction

The Solution address key Issues #1 and #2. The solution enables the AUSF in the Home Network (HN) to trigger the primary (re-)authentication and further also describes various security context handling (i.e., for SoR, UPU and AKMA) associated with the Kausf resulting from a successful primary (re-)authentication.

6.Y.2
Solution details

The Solution discuss two main aspects as follows:

(A) HN Triggering Primary (re-)authentication: The solution describes various factors that need to be considered by an AUSF to determine if a primary (re-) authentication is required and if a primary (re-)authentication is required, the solution further explains how a primary (re-)authentication is triggered by the AUSF in the home network as shown in Figure 6.Y.2-1.
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Figure 6.Y.2-1: HN triggered primary authentication with AUSF

The steps showns in Figure 6.Y.2-1 is described as follows:

0. Initiation of authentication and authentication method selection is based on TS 33.501 Clause 6.1.2.

1. Based on the selected authentication method, generate the authentication vector (AV) as in 33.501 Clause 6.1.3. The UDM/UDR based on operator policy set an expiry time related to the primary authentication and AUSF Key to be used by the AUSF. The UDM sends to AUSF, Nudm_UEAuthentication_Get Response message which can include AV, SUPI, an expiry time (i.e, exp Time) indication, AKMA indication and Routing Indicator (i.e., if a subscriber has an AKMA subscription UDM includes AKMA indication and Routing Indicator according to TS 33.501 Clause 6.1.3).

2. The AUSF performs authentication method specific message exchange (i.e., one or more message exchanges related to the authentication) with the UE as in TS 33.501 Clause 6.1.3.

3. On successful primary authentication, the AUSF derives AUSF Key (i.e., KAUSF) and based on home network operator policy stores the KAUSF as in TS 33.501 Clause 6.1.3 along with the SUPI. The AUSF sets the expiry time for the AUSF Key (i.e., KAUSF) based on the expiry time indication received from the UDM in step 1.

4. Rest of the authentication procedure (i.e., where the AUSF sending authentication success and other information to SEAF and to UE) is same as TS 33.501 Clause 6.1.3.

After a successful primary authentication, a successful registration may occur and multiple UE Parameter Update (UPU) procedure and/or Steering of Roaming (SoR) procedure may happen.

5. At any point of time, the AUSF can determine to trigger primary re-(authentication) based on any of the following factors such as (i) if the exp time associated with the primary authentication and AUSF Key is about to expire, (ii) if the SoR counter is about to wrap around or (iii) if the UPU counter is about to wrap around:

6a. The AUSF sends an authentication trigger request to the serving AMF/SEAF, with SUPI and an indication to indicate that a re-(authentication) is required.
NOTE 1: The AUSF can get the serving AMF information related to the UE’s SUPI by using the procedure specified in TS 23.502 Clause 5.2.3.2.4 Nudm_UECM_Get service operation.
6b. The AMF/SEAF on receiving step 6 can send an acknowledgement in a response message.

7. The AMF/SEAF may initiate an identity request/response with the UE based on TS 33.501 Clause 6.12.4.
8. The AMF/SEAF initiates primary (re-)authentication as described in TS 33.501 Clause 6.1.2.

(B) AKMA Key handling without signalling overhead:

Setting AKMA Key expiry: The solution describes how an AKMA Key expiration and AF key expiration are handled in relation to the primary authentication and AUSF key expiration to enable efficient AKMA related key handling with limited signalling. Figure 6.Y.2-2 shows setting of AKMA Key expiry.
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Figure 6.Y.2-2: Deriving KAKMA and Setting expiry time after primary authentication
The steps shown in Figure 6.Y.2-2 is described below.

1-3. The step description is same as described for (A) HN Triggering Primary (re-)authentication.

4. If the AUSF receives AKMA indication from UDM, then AUSF derives AKMA Anchor Key (i.e., KAKMA) and A-KID from the AUSF Key (i.e., KAUSF) as in TS 33.535. The AUSF sets the expiry time for the AKMA Key (i.e., KAKMA) based on the expiry time of the AUSF Key (i.e., the expiry time for the AKMA Key can be same-as the expiry time of the AUSF Key).
The UE can generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function as in TS 33.535. 
5a. The AUSF selects the AKMA Anchor Function (AAnF) and sends the generated A-KID, KAKMA and AKMA Key expiry time to the AAnF together with the SUPI of the UE using the Naanf_AKMA_KeyRegistration Request service operation. The AAnF can store the latest information (such as latest A-KID, KAKMA and AKMA Key expiry time) sent by the AUSF.

NOTE 2: When re-authentication runs, the AUSF generates a new A-KID, and a new KAKMA and sets the new AKMA Key expiry time and sends the new generated A-KID, new KAKMA and new AKMA Key expiry time to the AAnF. After receiving the new generated A-KID, KAKMA and new AKMA Key expiry time, the AAnF deletes the old A-KID, KAKMA, and AKMA Key expiry time and stores the new generated A-KID, KAKMA and new AKMA Key expiry time.

5b. The AAnF stores the received SUPI, A-KID, KAKMA and AKMA Key expiry time (i.e., KAKMA exp time).
5c. The AAnF sends the response to the AUSF using the Naanf_AKMA_AnchorKey_Register Response service operation as in TS 33.535.

Setting AF Key expiry: 

The expiry time for the AF Key is set based on the expiration time of the AKMA Key as shown in Figure 6.Y.2.3.

The steps shown in Figure 6.Y.2-3 is described as follows:
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Figure 6.Y.2-3: AF Expiration handling and HN triggered primary authentication

1-2. The pre-requisite and steps 1-2 are same as in TS 33.535 Clause 6.2.1.

3. Derive AF key as in TS 33.535. 

Then the AAnF sets the expiration time for the KAF considering the locally stored expiration time of the AKMA Key (Where the expiration time for the KAF can be same as the expiration time of the AKMA Key). 
4-5. Steps 4-5 are same as in TS 33.535 Clause 6.2.1.

Following a successful AF key establishment, the UE can securely communicate with the AF and use the application. At a later point of time, following steps may be performed on AF key expiry.
6a-b. If the UE request the AF for access and if the KAF expires or is about to expire, then the AF request the AAnF for the AF key by sending Naanf_AKMA_ApplicationKey_Get request, which may include indication for key refresh.
NOTE 3: As the AF key expiration is bound to the expiration of the AKMA Key and inturn to the expiration of the AUSF Key, by the time AF key expires, the AUSF Key will also be expired and the AUSF would have triggered primary (re-) authentication and the primary (re-)authentication would be running meanwhile.

6c. The AAnF checks the locally available AKMA Key expiration time for the associated A-KID, if it is expired, then the AAnF can determine not to refresh the AF Key and determines to waits for the new AKMA key to be provided by the home network (i.e., AUSF);

6d. The AAnF sends to AF a Naanf_Response message, which can include a waiting time(r) if the AAnF finds that the AKMA Key available is expired for the A-KID. 

The waiting time(r) can be used by the AF to retry the key request procedure with AAnF. During this time, the already running primary (re-)authentication if succeed, results in a new AKMA key and new AF key establishment.

7a-b. If the AUSF key expires, the AUSF triggers primary (re-)authentication as described in (A) step 5-8 of this clause.
6.Y.3
Evaluation

The solution has the following impact:

UDM: Need to send exp Time.

AUSF: Need to store exp Time following a successful authentication and trigger primary (re-)authentication on expiry of stored exp Time or due to other reasons such as when a SoR/UPU counter is about to wrap around. Provides exp Time to AAnF along with AKMA key.

AAnF: Need to store exp Time and use AKMA Key until the expiry of exp Time. When the exp Time is about to expire a primary (re-)authentication will happen.
*****End of Change 1*****
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